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Work From Home Guide

This guide will cover the basics on accessing the HPH portal and work from home
applications. Reference the table of contents below and click on the headers to be
redirected to that section
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1: Two Factor Authentication

This section will cover registering your personal device for two factor authentication and
removing a credential. You have to register at an HPH facility/computer

1.1: First Time Setup

1. Open the App Store/Play Store, search for “vip access”, and download the VIP
Access application, published by Symantec

VIP Access for iPhone VIP Access
Symantec Enterprise Divisior j Symantec VIP
Broadcom Inc
4% 5M+
Clj) ﬁ 12K reviews Downloads Everyone ©

2. Navigate to the VIP Self Service Portal (https://vipselfservice.hph.local/vipssp/)
and sign in with your Windows credentials

Welcome to the Symantec® VIP Self Service Portal
To access the Self Service Porial, enter your user name and password, and click Sign In.

User Name 4987

Password

js‘:’"‘ins Sign In

3. Click on the Register button and open the VIP Access application on your phone

VIP Credential

Use a VIP mobile application or VIP security
credential to securely access your
organization's services.

3 REGISTER

Page 2 of 33


https://vipselfservice.hph.local/vipssp/

Back To Top

4. Fill out the information on the next screen, all fields are mandatory
a. Your Credential Name will identify this device and is personalized (e.g.
My iPhone, My iPad, My Samsung, etc.)

|
*Credential Name: [y iPhone n‘

Enter a simple name that is easy o remem

b. Your Credential ID can be found inside the VIP Access app. Enter the full
alphanumeric ID with the letters and no spaces between

*Credential 1D; SYMCE1874507
Vihat is a Credential 107
No SIM = 15:52 o 11

— VIP Access

SYMC8187 4897

c. Your Security Code is the 6-digit number inside the VIP Access app that
refreshes every 30 seconds

*Security Code: 645943

VWhat is a Security Code? F

64%943

d. Press the Submit button when all fields are finished

o o]
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5. If successful, you will be redirected to the Manage Your Credentials page and
see your device listed

Credential Name Credential 1D

Iy iPhone
(Push Enabled)

6. Click on Sign Out to leave the registration page

1.2: Removing A Device

You can remove devices on your account by accessing the self-service portal and
signing in with an existing device

1. Navigate to the VIP Self Service Portal (https://vipselfservice.hph.local/vipssp/)
and sign in with your Windows credentials

Welcome to the Symantec® VIP Self Service Portal

To access the Self Service Porial, enter your user name and password, and click Sign In.

User Name 4987

Password

js‘:’"‘i"F Sign In

2. Enter the six digit Security Code on your device and select Continue

Credential Name: My iPhone
Credential ID: H EE
Credential Type: VIP Credential
Security Code: 123456

What is a Security Code
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3. Hover your mouse over the actions button and select Remove
> est

rEemove @

4. Press the Remove button on the remove credential page

Remove Credential

Are you sure you want to remove credential My iPhone 7

Note: Once your credential has been removed, it can no longer be used unless it is registered again.

[ Cancel J l Remove l

5. You can proceed with adding a new credential or sign out of the webpage
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2: HPH Portal

The HPH portal website is used to access your Windows Virtual Desktop (VDI), Remote
Desktop Connection (RDC), and other applications. Please navigate to the appropriate
section if you have a Windows or Mac device and recommend using Google Chrome
or Safari respectively

2.1: HPH Portal On Windows (Google Chrome)

1. Open the Google Chrome browser [download link]

2. Open the VIP Access application on your mobile device

VIP Access

3. Navigate to https://portal.hawaiipacifichealth.org. You'll be redirected to the
login page

User name Please supply username

Please click Log On to continue...

4. Enter your Windows username, the credential used to log into HPH computers.
Then, select Log On

User name jd123

Please click Log On to continue...
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5. The login screen will have a “push” section for users that have two factor
authentication. Enter your password and select Submit

Please enter your domain password and confirm with your VIP App

User name:

Password:

6. The page will begin loading, awaiting your two factor approval

Please enter your domain password and confirm with your VIP App

User narme:

Password:

7. A blue notification screen will open on VIP Access, awaiting your approval.
Approve the sign in request by tapping the Checkmark icon

Approve your Sign In request from: Hawai‘i
Pacific Health

Remote Access Service Name

10:15 AM
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8. Go back to your PC. You'll be redirected to the welcome page if your sign in was
successful. Select Detect Receiver

Welcome to Citrix Receiver

CiTRIX

Receiver

Use Citrix Receiver to access your applications and desktops.

Detect Receiver

9. If Citrix Workspace is already installed, select Open Citrix Workspace launcher
on the popup and skip to opening VDI or RDC

Open Citrix Workspace Launcher?

https://portal.hawaiipacifichealth.org wants to open this
application.

Open Citrix Workspace Launcher

10.0therwise, check Agree and select Download

Just a moment, we're detecting if Citrix Receiver is already
installed.

iver is detected, you will see a window in a few seconds. Please

CiTRIX

Receiver

| agree with the

Download

11.The browser will begin downloading the installation file. DO NOT select continue
until the Citrix Workspace program has been installed

Downloading Citrix Receiver

Install Citrix Rec on your machine when the download is complete. Once
you've installed Citrix Receiver, return here and click Continue.

Continue
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12. Check your Downloads folder and open CitrixWorkspaceApp.exe

@ CitrixWo rkspacefpp.exe A

13.Select Start on the welcome page

@ Citrix Workspace =
p

Welcome to Citrix Workspace

Citrix Workspace app installs software that allows access to
virtual applications that your organization provides,
including software that allows access to the applications
that use your browser,

WGFkSpaCE - Allow applications access to your webcam and
microphone,
- Allow applications to use your location,
- Allow access to local applications authorized by your
company.
- Save your credential to sign in automatically.

Click Start to set up and install Citrix Workspace app on
your computer.

citrpe

14.Check the license agreement box and select Next

@ Citrix Workspace X
P

License Agreement

You must accept the license agreement below to proceed,

I accept the license agreement

Mext Cancel
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15.Click Install and DO NOT check the enable single sign-on box

Enable Single Sign-on

‘When enabled, single sign-on remembers your credentials for
this device, so that you can connect to other Citrix applications
without having to sign in each time. You should do this only if
your IT administrator has instructed you to. This will take effect
the next time you log on to this device,

[] Enable single sign-on

For more information on configuring single sign-on, please see
article CTX133982 at citrix.com/support.

Install LCancel

16.Wait for the installation to finish

Installing Citrix Workspace app... @

17.Select Finish to end the installation. DO NOT add an account

CITRIX

J Installation successful

If you received instructions to set up Citrix Workspace app
with your email or a server address, click Add Account.
Otherwise, click Finish, and you can set up an account later.

Add Account | | Finish
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18.Navigate back to your Chrome page and select Continue

Downloading Citrix Receiver...

Install Citrix Receiver on your machine when the download is complete. Once
you've installed Citrix Receiver, return here and click Continue.

19.Select Open Citrix Workspace on the popup and wait to be redirected

Open Citrix Workspace Launcher?

https://portal.hawaiipacifichealth.org wants to open this

application.
Open Citrix Workspace Launcher

20.You will now be on the HPH Store page with all your apps

M -

FAVORITES DESKTOPS

Q, Search Favorites

Details nz Details

Outlook 2013
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2.2: HPH Portal On Mac (Safari)

1. Open the Safari browser

2. Open the VIP Access application on your mobile device

VIP Access

3. Navigate to https://portal.hawaiipacifichealth.org. You'll be redirected to the
login page

User name Please supply username

Please click Log On to continue...

4. Enter your Windows username, the credential used to log into HPH computers.
Then, select Log On

User name jd123

Please click Log Cn to continue...
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5. The login screen will have a “push” section for users that have two factor
authentication. Enter your password and select Submit

Please enter your domain password and confirm with your VIP App

User name:

Password:

6. The page will begin loading, awaiting your two factor approval

Please enter your domain password and confirm with your VIP App

User narme:

Password:

7. A blue notification screen will open on VIP Access, awaiting your approval.
Approve the sign in request by tapping the Checkmark icon

Approve your Sign In request from: Hawai‘i
Pacific Health

Remote Access Service Name

10:15 AM
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8. Go back to your Mac device. You'll be redirected to the welcome page if your
sign in was successful. Select Detect Receiver

Welcome to Citrix Receiver

CiTRIX - . o
Use Citrix Receiver to access your applications and desktops.

Receiver

9. If Citrix Workspace is already installed, select Allow on the popup and skip to
opening VDI or RDC

Open Citrix Workspace Launcher?

https://portal.hawaiipacifichealth.org wants to open this
application.

Open Citrix Workspace Launcher m

10.0therwise, check Agree and select Download

Just a moment, we're detecting if Citrix Receiver is already
installed.

CiTRIX

Receiver

v | agree with the

11.The browser will begin downloading the installation file. DO NOT select continue
until the Citrix Workspace program has been installed

Downloading Citrix Receiver...

Install Citri rer on your machine when the download is complete. Once
you've installed x Receiver, return here and click Continue.

Page 14 of 33



Back To Top

12.Select Allow on the popup to begin downloading Citrix Workspace

Do you want to allow downloads on
“portal.hawaiipacifichealth.org”?

You can change which websites can download files in
Websites Preferences.

Cancel Allow

13.Check your Downloads folder and open CitrixWorkspaceApp.exe

14.Select Install Citrix Workspace to start the installation

G

T

Install Citrix Workspace Uninstall Citrix Workspace
-

15.Select Continue to allow the package to be installed on your computer

Z " This package will run a program to
: 4 determine if the software can be installed.
To keep your computer secure, you should only run
programs or install software from a trusted source. If

you're not sure about this software’s source, click
Cancel to stop the program and the installation.

Cancel Continue
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16. Select Continue on the welcome page
] 2 Install Citrix Workspace s
Welcome to the Citrix Workspace Installer

Citrix Workspace installs software that allows access to virtual
® Introduction applications that your organization provides, including software
applications that use your browser.

17. Select Continue on the software license agreement page

® £ Install Citrix Workspace [*]

Software License Agreement

English —
Intreduction g
e License EE I
Print... Save... Go Back

18. Select Agree on the software license agreement page

2 Install Citrix Workspace

To continue installing the software you must agree to the terms of the
software license agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Read License Disagree
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19. Select Install on the standard install page
[ ] £ Install Citrix Workspace a

Standard Install on "=

i This will take 344.8 MB of space on your computer.

License Click Install to perform a standard installation of this software
for all users of this computer. All users of this computer will

pestnaionise et be able to use this software.

® Installation Type

Change Install Location...

Go Back Install

20. Wait for the installation to finish

2 Install Citrix Workspace @

Installing Citrix Workspace

Introduction
License
Destination Select
Installation Type

Writing files...

@ Installation
A

21. Select Continue on the add account page. DO NOT add an account

@ % Install Citrix Workspace &
Add Account
Introduction If you received instructions to set up Workspace with your
i email or a server address, check Add Account, then click
ESIED Continue.

Destination Select
Installation Type Add Account
Installation

¢ Add Account
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22. Select Close to finish the installation

@ ! 2 Install Citrix Workspace a

The installation was completed successfully.

» Introduction

o License

» Destination Select

« Installation Type

© Installation The installation was successful.
: :::::::::nt The software was installed.

23. Select Move to Trash to remove the installer from your computer

£ Install Citrix Workspace

Do you want to move the “Citrix Workspace”

y Installer to the Trash?
To keep this package and disk image in its current

location, click Keep.

Keep Move to Trash

24.Navigate back to your Safari page and select Continue

Downloading Citrix Receiver

Install Citrix Receiver on your machine when the download is complete. Once
you've installed Citrix Receiver, return here and click Continue.

25.Select Allow on the popup and wait to be redirected to the HPH Store page with
all your apps

Do you want to allow this page to open “Citrix Workspace

Launcher"?
Cancel Allow
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3: Windows 10 VDI

This application is granted to authorized users only. The following sections will outline
how to access the VDI and the other features inside the application

3.1 Opening VDI On Windows (Google Chrome)

1. After accessing the HPH portal, click on the Desktops tab at the top

[ L]

FAVORITES DESKTOPS

2. Click on Windows 10 VDI - External to open the application

_ Details

Windows 10 VDI - External

3. Follow EITHER step below, dependent on your personal computer:
a. Check your Downloads folder and open the .ica file that downloaded

© RGVMYXVsdEFnZ3l..ica A

b. Select Open Citrix Workspace Launcher on the popup message

Open Citrix Workspace Launcher?

https://portal.hawaiipacifichealth.org wants to open this
application.

I Open Citrix Workspace Launcher Im
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4. Wait for the application to open in a new window

>’
NS

-

Connecting ...

3.2 Opening VDI On Mac (Safari)

1. After accessing the HPH portal, click on the Desktops tab at the top

[ L]

FAVORITES DESKTOPS

2. Click on Windows 10 VDI - External to open the application

- Details

Windows 10 VDI - External

3. Follow EITHER step below, dependent on your personal computer:
a. Check your Downloads folder and open the .ica file that downloaded

Downloads | Clear |

‘L WEE3MTUQUFJELkVtcG...VIcyBIRVJPIHYXLTM-.ica )
2 KB

b. Select Allow on the popup message

Do you want to allow this page to open "Citrix Workspace

Launcher"?
Cancel Allow
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4. Wait for the application to open in a new window. Your screen may flicker black
while this occurs

M/ : .
Z, Starting application...

Cancel

3.3: Using Two Monitors On Windows VDI

The Windows VDI can only utilize two monitors. Ensure your personal computer is
already setup for two or more monitors

1. Position your VDI window so half of the screen is on each of the two monitors

2. Click on the black toolbar icon at the top of the VDI window

3. Select Full Screen and wait for the VDI window to resize

= ¥ (]

Home Ctrl+Alt+Del Preferences Full-screen Disconnect
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4: Remote Desktop Connection (RDC)

This application is granted to authorized users only. The following sections will outline
how to access RDC and the other features inside the application. The HPH computer
you are connecting to must be powered on and connected to the internet
beforehand

4.1. Opening RDC On Windows (Google Chrome)
1. After accessing the HPH portal, click on the Apps tab at the top

R L]

FAVORITES DESKTOPS

2. Click on Remote Desktop Connection to open the application

&,::: Details

Remote Desktop Connection

3. Follow EITHER step below, dependent on your personal computer:
a. Check your Downloads folder and open the .ica file that downloaded

© RGVMYXVsdEFnZ3l..ica A

b. Select Open Citrix Workspace Launcher on the popup message

Open Citrix Workspace Launcher?

https://portal.hawaiipacifichealth.org wants to open this
application.

Open Citrix Workspace Launcher m
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4. Wait for the RDC application to open in a new window
@:e"::efe::::.ﬁr"e:::' —

Starting...
|

|:vf] More information Cancel

5. For a multiple monitor connection, jump to Section 4.4. Otherwise, enter the full
computer tag number (e.g. HPH123456) and select Connect.

8% Rernote Desktop Connection — X

| Remote Desktop
¢ Connection

Computer:  |HPH123456] ~

Username: Mone specified

You will be asked for credentials when you connect.

= Show Options Help

6. Enter your network password and select OK. If successful, your remote session
will open in a new window

Windows Security x

Enter your credentials

These credentials will be used to connect to

|:| Remember me

More choices

I oK I Cancel
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4.2: Opening RDC On Mac (Safarti)

1. After accessing the HPH portal, click on the Apps tab at the top

R L]

FAVORITES DESKTOPS

2. Click on Remote Desktop Connection to open the application

.:1: Details

Remote Desktop Connection

3. Follow EITHER step below, dependent on your personal computer:
a. Check your Downloads folder and open the .ica file that downloaded

Downloads Clear

‘I_ WEE3MTUgQUFJELkVtcG...VIcyBIRVJPIHYXLTM-.ica )
2 KB

b. Select Allow on the popup message

Do you want to allow this page to open “Citrix Workspace
Launcher"?

Cancel Allow

4. Wait for the RDC application to open in a new window. Your screen may flicker
black while this occurs

Q7 _ _ _
Z Starting application...

Cancel
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5. For a multiple monitor connection, jump to Section 4.4. Otherwise, enter the full
computer tag number (e.g. HPH123456) and select Connect

& Remote Desktop Connection — *

| Remote Desktop
>¢ Connection

Computer:  |HPH123456] v

Uzername: Mone specified

You will be asked for credentials when you connect.

> Show Options Help

6. Enter your network password and select OK. If successful, your remote session
will open in a new window

Windows Security *

Enter your credentials

These credentials will be used to connect to

I:l Remember me

More choices

I OK I Cancel
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4.3: Closing RDC

1. Click on the Start Menu icon at the bottom-left corner of your RDC screen

2. Follow EITHER step below, dependent on the computer:
a. For Windows 10, click on the profile icon and select Sign Out

>

All Programs

Page 26 of 33



Back To Top

4.4: Using Multiple Monitors On RDC

Ensure your personal computer is ALREADY setup for multiple monitors. This RDC
configuration has to be made BEFORE connecting to your remote computer

1. Open RDC through the portal, enter your full computer tag number, and select
Show Options

B Remote Desktop Connection — X

| Remote Desktop
¢ Connection

Computer: | HPH123456 v

Username: Mone specified

You will be asked for credentials when you connect.

I > Show Optiong Help

2. Click on the Display tab and check Use All My Monitors...

| Remote Desktop
>¢ Connection

General | Display §local Resources  Experience  Advanced

Display configuration

Choose the size of your remote desktop. Drag the slider all the
way to the right to use the full screen.

Small Large

Full Screen

—h" [+]ilze all my monitors for the remate session:

Colors
. Chooge the color depth of the remote session.

Highest Guality (32 bit) w

Display the connection bar when | use the full screen

(& Hide Options Help

3. Select Connect and sign in with your credentials
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5: Common Issues & Troubleshooting

This section will cover common issues and the troubleshooting you can take to resolve
them

5.1: New Phone/Reinstalled VIP Access

Your Credential ID number will CHANGE if you get a new phone or reinstall the VIP
Access app. If this was for your original registered credential, you will be unable
to sign into VIP Access or the HPH Portal. Please contact the IT Service Desk (535-
7010, option 1) to assist with registering your device again

5.2: Stuck On Detect Receiver Page

This issue occurs after you have entered your password and VIP credential on the HPH
Portal. The page can get stuck on the grey Citrix Receiver loading screen or get stuck
loading in general

CiTRIX

Receiver

A

1. You will have to refresh your web browser
a. Windows: Press the F5 key on your keyboard
b. Mac: Press the Command + R key simultaneously on your keyboard

2. If you are still stuck or receive an error message, please close all your browser
windows and access the HPH Portal page again

3. If you are still stuck or receive an error message, clear your browser cache and
access the HPH Portal page again

4. If you are still stuck or receive an error message, please restart your PC and
access the HPH Portal page again
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5.3: Missing VIP Push Notification

Sometimes your phone will not receive the blue push notification or have an error

This request could not be completed. Try to log

in again. 0K
Error Code:5007

1. Make sure that your phone’s VIP Access app is OPEN

2. Refresh your web browser on the HPH Portal loading screen
a. Windows: Press the F5 key on your keyboard
b. Mac: Press the Command + R key simultaneously on your keyboard

Please enter your domain password and confirm with your VIP App

User name:

Password:

3. This will return you to the password screen. Enter your password again and
select Submit to get another push notification

Please enter your domain password and confirm with your VIP App

User name:

Password:
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4. If you are still unable to login using the push notification, refresh the browser.
Enter your password, but delete the text in the push box

Please enter your domain password and confirm with your VIP App

User name:

Password:

5. Open the VIP Access app on your registered device. Enter the six digit security
code on your device into the box and select Submit

= 552
VIP Access

CREDENTIAL ID

SYMC8187 4897 Please enter your domain password and confirm with your VIP App

User name:

SECURITY CODE

645943

6545943

6. If you are still unable to login, please contact the IT Service Desk at 535-7010,
option 1
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5.4: Citrix Connection Interrupted

If this error occurs, you'll have issues accessing your Citrix applications (e.g. Windows
VDI, RDC, EPIC, etc)

Connection Interrupted
Citrie Workspace will try to reconnect for 5 minutes.
Click Citrix Workspace menu for more options.

1. Ensure your personal device has a stable internet connection. Use a wired
connection over wireless. If connecting via wifi, ensure your personal device is
close to your wireless router/access point. Ensure other users on your home
network are not taking excessive bandwidth (e.g. watching videos, downloading
files, playing videogames online, etc.)

2. Clear the web browsing data for your internet browser (e.g. Google Chrome,
Safari, etc). Please perform a web search on “how to clear my cache” for more
details

3. Restart your personal computer

4. Attempt to access the HPH Portal and open your application again

5. If you are still stuck, please contact the IT Service Desk at 535-7010, option 1
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5.5: Uninstall Citrix For Windows

1. Click on the magnifying glass and search for Control Panel

control panel|

2. Open the control panel, set the view to Category, and select Uninstall a

Program

Adjust your computer’s settings

System and Security
Review your computer's status
& View event logs
Network and Internet

\j View network status and tasks
/

/ Hardware

User Accounts
9 Change account type

= o
2 Appearance and Personalization

Change the theme

% Clock Language, and Region

Add a language

 View devices inters
% ‘:'TVI' CIEI"CE' and printers Change input methods
fd e devics Set the time and date
[ progra ms Change date, time, or number formats
[ gnln:tall 2 program ~ife— Ease of Access
=t programs Let Windows suggest settings
9 Turn Windows features on or off : -
Optimize visual display

3. Click on the Citrix app you want to remove and select Uninstall

Organize + § Uninstall

#

Mame
[ 7-Zip 19,00 (x64 edition)

(@ Citrix Workspace 1912 *‘_

4. Select Yes on the popup message

Citrix Workspace

o Are you sure you want to uninstall Citrix Workspace?

5. Wait for the Citrix program to be uninstalled. Once finished, the program will no
longer be listed in the Control Panel
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5.6: Uninstall Citrix For Mac

1. Click the Finder icon on your dock

2. Select the Applications folder on the left-side menu and click on the Citrix
program you want to remove

[ NON ) [# Applications
<[> =me =V #v 0
Favorites — c 5
@ AirDrop y ‘ ’
£ Recents -
Api App Store Automator Books
[ Desktop
B Documents
0 Downloads ¢
iCloud Chess Citrix Workspace Contacts
¢ iCloud Drive
Tags "
© Red
® Orange Find My Font Book GarageBand

3. Click on the Gear icon and select Move to Trash on the sub-menu

o0 e "% Applications
RE Bl=oc= =-[%] 86 o Q searct
Favorites _ New Folder
) &’ Open
@) Airbrop Show Package Contents
=) -
. Secents Move to Trash
Get Info
[ Desktop Rename
B Documents b Compress “Citrix Workspace"
g — G Duplicate
o Dgwhloads Make Alias
iCloud Chess Quick Look “Citrix Workspace”

4. Enter your Mac credentials and select OK. Once finished, the program will no
longer be listed in the Applications folder
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